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Marlene H. Dortch, Secretary 
Federal Communications Commission 
Office of the Secretary 
445 12th Street, SW, Suite TW-A325 
Washington, DC 20554 

John L. Clark, Atto rney at Law 

Re: EB Docket 06-36; Annual CPNI Certification 

Dear Ms. Dortch: 

Submitted herewith is the calendar year 201 2 CPNI certification ofBlackCloud 
Networks, Inc. (FRN 0020090304) pursuant to 47 C.P.R. § 64.2009(e). Please advise me ifthere 
are any questions regarding this submission. 
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Very truly yours, 
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Counsel for BlackCloud Networks, Inc. 
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L _)oe Surpr~na111:, certify that I am an officer ofBlackCloud Networks, Inc. (the 
''Company"), am authori !:Cd.J(Lm;;Jkt~ t!w certiP.cation on it$ behalf, and that I have pcrsu!'Jcrl 
knowledge that the Compmy lms establi:;hed operating procedures that are adequate to ensure 
com pi iance with Section :222 -oi-' the Cowmuni.::ations Act of 1934 and the 4 7 C.F.R. § 64.2001 et 
seq., the Federal Cor:1municali<ms Com ::1ission rules implementing Section 222. 

Attached to ti1is c;:rtific•:Ltion is e :;tatement explaining how the Company's procedures 
ensure that the Company [s in cimnplian: e: with the requirements set forth in the Commission's 
rules, including those marldatin!s CPNI ;:rocedures, training, recordkeeping, and supervisory 
review). 

The Company ha~ not tqken any nctions (proceedings instituted or petitions filed by the 
company at either state comr.o.islsion, the :~ourt system, or at the Commission) against data 
brokers in the past year. ' 

The Company has the Jc)llowing i 1formation with respect to the processes that prctexters 
are using in attempts to a<:cess C\:PNL Tl' .c: steps the Company is taking to protect CPNl are 
described ln the attacned ;tatemf:mt. 

The Company has not re1•::eived a~.y customer complaints in the past year concerning the 
unauthorized release <)f C f)Nl. : 

The Company represent~\ and wa:·.·ants that the above certification is consistent with 4 7 
C.F.R. § 1.17, which ~equires tn~1thful and accurate statements to the Commlssio11. The 
Company also acknowledi~es t~<i.t false s:atements and rilisrepresentations to the Commission are 
punishable under Tit!·~ 18 oftheiU.S. Co::e and may subject it to enforcement action. 

' By r¥·-
Title: y~ 

Dated: ri-/)-.~-/t:> 
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STAT::MENT 0' COMPLIANCE PROCEDURES 

BlackCloud Networks, I r1c. (th,:: "Compmy") has established operating procedures to protect the 
privacy of Customer Proprietary Netwu:'k Information ("CPNI") as follows: 

(1) The Company dtJes not ailow the w•:~ ofCPNI for-saks·oi"rnarketl'ug·vfuJTf\:d1e-gviyuf~ 
service to which a ct5to:J:e:.~ does no: already subscribe, except for the provision ofCPE. 
voice mail, insice wir·e sE:L·,,ice, or ctstom-calling (adjunct-to-basic) services. 

(2) The Company has adopt,~d a.uth(!nti·:;:~tion procedures to protect against unauthorized access 
to CPNI during cust:)me ·-initiated tder,:1one contact, online account access, and visits to the 
Company's business loc;Ltions at which access to CPNI may be obtained. These procedures 
require the customer tor r·::>vide, in the ~~'~Se of visits to the Company's locations, a proper photo 
i.d .. and in other cas~s. a passv,ord that s provided to the customer only after the customer is 
first authenticated using IJ:::>IFeadil)'-aVE.ilable biographical or account information. Further. 
whenever a passwor::l. re~;pons,;: to back· up means of authentication, online account. or address of 
record is created or chan;~ed, tbe custon~r is notified of the change in accordance with the FCC's 
rules safeguarding C PNI. In c.;;.ses wher·~ a business customer has a dedicated Company account 
representative, other autltentication me1l.ods may be used as expressly set forth in the contract 
between the Company and the custome ·. 

(3) Except as set for:h al:owe, tJ1e ComfWY discloses CPNI to third parties only pursuant to 
lawful process. In thee\ ;:nt cf any ·.mc; ttainty, the Company's policy is to consult with counsel 
before responding tc any rcque:>t for Cf'\H from a third party. 

(4) In the event of any b11~acb in the sect.rity of customers' CPNI, the Company will notify lavv 
enforcement pursuant to rhe FCC's ;:ule~. before notifying customers or publicly disclosing the 
breach. In addition, the Company will ::1aintain records of all such breaches and notifications as 
required by the FCC's rules. 

5) The Company has train~d ali personnd who have access to CPNL or control over access to 
CPNI. regarding the use5 for \Vhich CPJ< [ may be made. the restrictions in the use of CPNL and 
the authentication re~1uin:rnenw for discJ.:>sure ofCPNI to CllStomers. and all personnel have been 
trained in the notifi.c:ltior. proc~:dure:s to 'e followed in the event of a breach. The Company has 
a no tolerance policy for •;iolat:lons and 'vill discipline any individual vvho has been found in 
violation of CPNI rquircrnent~;. Intent unal or grossly-negligent violations will result in 
termination. In othe~· cas(:s, d[s.::ipline, ; p to and including termination, will apply, as 
appropriate. 


